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I'JIABA 1. BBE/IEHUE

1 BBepeHwue

Vrunmra 3kcrnopra kiodeBoil mapel CSP B konteitnep PKCS#12 npegnasnadeHa
JJIE CO3JIaHUS PE3€PBHOIN KOIUU JINYHOTO CePTU(DUKATA [0JIH30BATEsI BMECTE C 3aKPbI-
THIM KJIFOUOM, XPAHSAIIMXCS B KOHTeliHepe kpurrronposaiiiepa (CSP) ¢ nomuepxkkoii poc-
cuiickoit kpunrorpadun (F'OCT 28147-89, 'OCT P 34.11-94, TOCT P 34.10-2001). Pe-
3epBHasl Kous co3/aércst B 3amuineHHoM KoHTeiinepe PKCS#12.

DKCIOPT BO3MOYKEH TOJIBKO JjIsi KOHTEHHEPOB C Pa3pemIéHHON oreparueil 9KCIopTa
(daar CRYPT EXPORT).

PKCS#12 — dopmar mist meperoca cepTuduKaTa U CBI3aHHOTO C HAUM 3aKPBITOIO
KJIIOYa, C MAITAHBI HA MAIITUHY WX JJIsi PE3EPBHOTO KompoBaHus. B atom dpopmare Moryr
TaKKe COJEPKATHCS CePTUMUKATHI YIOCTOBEPSIIONIErO IEHTPA.

Qaiisier hopmara PKCS#12 Bcerna komupyoores B hopmare DER. D1u daitisr Tpe-
OYIOT OCODEHHO IIPHUCTAJBHOIO BHUMAHUSI, TIOCKOJBKY COIEPYXKAT 3aKPBITHINA KJIIOW; IPU
HEOCTOPOXKHOM OOpAIeHNH ¢ TaKuM (DaljioM 3aKPBITHI KJ/IIOY JIETKO CKOMIIPOMETHPO-
BaTh. Kak mpaBuiio, atu daiiabl 3amuinensl Ha napose. Pacmupenune daitmos dopmara
PKCS#12 6o «.pl2», mubo «.pfx».

Conepxumoe kouTeitiepa PKCS#12, n1o/iy1eHHOro myTéM UCIIOIb30BAHUS Y TUJIATHI,
MOKHO UMIIOPTUPOBATH U UCIIOJIb30BATD B JIIOOBIX PUJIOKEHUSX. VX MOXKHO UMIIOPTHPO-
Barh B LISSI-CSP, B Firefox, Thunderdird uiu SeaMonkey, ucrmoss3oBars B npu-
Jiokenusx, Hamucanubix Ha NSS u OpenSSL 1.x.x ¢ nmoak/odeHHbBIM engine ccgost
or OO0 «KpunroKom» nmm oguum us engine cemeiictsa «le » or OO0 «JIMCCU-
Kpumro» u 1.1

st ucrionp3oBanusi coxpanennoro B koureiinepe PKCS#12 simanoro ceprudukara
U 3aKPBITOTO KJIIOYa IIPHU Iepexoje, Hampumep, Ha ucnoab3oBanne LISSI-CSP nocra-
TouHo, nociie ycranoBku LISSI-CSP, miesikuyTh /1Ba pasa 10 KOHTEHHEPY U BBIIOJIHUTH
poIeypy uMIopra. B pesysibrare Bair JUIHbI cepTrUKAT U 3aKPBITHIA KJIFOY OYIyT
YCTAHOBJIEHBI B CUCTEMY.

[Tonyaus ¢ momorpo yruautbl KoaTeiiHep PKCS#12 M0OXKHO Tak»Ke COXPAHUTH JINU-
HBII CepTUMUKAT ¥ 3aKPBITHIH KJIIOY HA IPOIPAMMHOM HJIH AlIapaTHOM TOKEHE C HEem3-
BiIeKaeMbiM KjrouoM, Hampumep Ha RuToken DIIII. [Ijist 37010 BBI MOXKETE BOCIIOIB30-
BaThCsI mporpaMMHbIM KoMinmekcoM RusXCA.

Taxxke npu epeHoce JUIHOTO cepTuUKATA U 3aKPBITOTO KJI0UA HA JPYTOil KOMITBIO-
Tep, MOTPedyEeTCsT MEPEHECTH WK CKadaTh KOPHEBOH cepTudUKAT IeHTpa cepTudUKAIIN,
BBIJIABIIETO CEPTUPUKAT.

(Biion ;


http://www.lissi-crypto.ru/products/skzi/lissi-csp/
http://www.lissi-crypto.ru/free_distribs/ff_fownload/
http://www.lissi-crypto.ru/free_distribs/ff_fownload/
http://www.lissi-crypto.ru/solution/seamonkey/
http://www.lissi-crypto.ru/products/ca/rusxca/

I'JIABA 2. [IPOLECC 9KCIIOPTA

2 [lpouecc sakcnopTa

JlJtst ToJTydeHusT PE3ePBHOI KOIIUY JIOCTATOYHO MPOJIEIATD CJICIYIOIINE JIeHCTBUS:
® 3AIlyCTUTH YTUJIUTY

e BLIOpATH JINYHBIN cepTudUKaT u HaxkaTh KHONKY «OK»

Boibop cepTudrKaTa 2 x|

BrIBepHTE CepTHBHEAT.

Koy BElLAaH
£

test_nu:u_expu:urt Tesk Ce... Mpoeep...  OTcyTCT... O04.10.2... F

HazHauqe. .

! | 2
oK I OTHMEHA MNpocHoTp cepTHdHKaTa |

Puc. 2.1

ITpumewarue: Ecau y swvibparrozo xonwmetinepa CSP omcymemeyem daae sxcnopma
noasumca caedyrouee coobwenue 06 owubke. B amom cayvae sxcnopm cepmudurama
HEBOZMONHCEH.

ﬂ

@ SKEMOPT 33KPEITOrD KAMIYE ANA ASHHOMD KOHTEHHERS 3anpelLEH.

Puc. 2.2

e BBeCTH I1apoJib Ha KoHTeitHep CSP
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I'JIABA 2. [IPOLECC 9KCIIOPTA

KpunTollpo CSP

L2)=m BEeAMTE Naponk ANA KOHTEHHERA

:Ig 9577 37-bafb-4030-a57F-35chb1 facfde"

x|

;0954

EM

Maponk: I [T ITITTYITIT)

[~ ZanoMHMTE Napons

omens_|

Puc. 2.3

e 3a71aTh naposb Ha KoHTelinep PKCS#12

JanadTe napons

JaaanTe naponke K dainy plz:

naponk: I stk kst
NoATEEQ¥ AEHKE Napona: I deokkakokiok
(04 I Cancel
Puc. 2.4

® 33J1aTh UMsl U IIyTh (aiiyia st koureitnepa PKCS#12

O




I'JIABA 2. [IPOLECC 9KCIIOPTA

Darka: I@ Patiowit cTon j =k B

EJMDM AOKYMEHTEI
a MoA KoMNERITED
HCETBBDE OKPY#EHHE

pf j CospaHuTE I
Tun akina: IPrivateinformationexchangefiles[*.p12,".pf:¢] j Orraena |

4

HmAa danna:

Puc. 2.5

e nociie Haxkatus KHonku «CoxpaHuTb» KoHTeitnep PKCS#12 6yner coxpanen B
daiine ¢ 3a1aHHBIM TMEHEM

=N .



I'JIABA 3. 9KCIIOPT CEPTUOUKATA [IEHTPA CEPTUOUKAILINNU

3 OkcnopT cepTtudmnkaTa UeHTpa
cepTudprkaLmm

[Tpu nmmopre kouTeitnepa PKCS#12 BaMm TakKe MOHAI00UTCS YCTAHOBUTH cepTHhU-
KaT IeHTpa cepTuduKaIum, B TOM CJIydae ecjii OH elé He ycraHosjeH. Ero moxno gubo
3arpy3uTh C caiita meHTpa cepTUudUKAINU, MO0 MTEPEHECTH ¢ KOMIIBIOTEPA HA KOTOPOM
OH y2Ke yCTaHOBJIEH.

st skcropTa ceprudukara MEeHTPa CepTUMUKAIUN JOCTATOTHO MPOJIE/IATh CJIETYI0-
e JeUCTBUS:

e samyctuth Opaysep Internet Explorer (s 9Toro m0cTaTovHO BBIIOJIHUTH KO-
manty «Ilyck | Bee nporpammer | Internet Explorers )

e BbINOJHUTH KOMaH Ty MeHio «Cepsuc | CoiicTBa obo3peBaTesisi»

(Biion :



I'JIABA 3. 9KCIIOPT CEPTUOUKATA [IEHTPA CEPTUOUKAILINNU

CBWHe | BezonacHoCTE I K oHbHAEHLHANEHOCTE I
CoAspsaHHe | MoaxNHHEHHA I Mporpamme! I AononHKTENEHD

CrpaHHYeEHHE A0CTYNA
g\ QrpaHHYEHHE A0CTYNA K MHPORMALKH, NONYY3EMOH M3

MHTEpHETA.
BENHIYMTE. .. | [lapareTpel |
CepTHdHKaTEl
CepTHDMEATEl HCNONE3YHITCA ANS WHPOEaHHEL:
ﬁ NOAKIHIHEHHA K Y A0CTOEEREHHA NOANMHHOCTH,
OYHCTHTE 5L | MzaaTENH |

AETO3aN0NHEHHE

= AETOSAN0NHEHHE S3N0OMHHAET PaHEs BEOAHELHECA
= AdHHEIE H NOACTAENAET NOAXOAAWME CTPOKH.

Hid
MapamMeTpel |

Beb-kaHank! K Beb-hparMeH T

Beb-kaHank! M 6eb-hparMeHTLl
MpeA0CTAENAKT 0BHOENASHOE MapamMeTpel |
COAEp¥HMOE EE0-YEN0E, KOTOpoE
MO¥HD NPOYMTATE C MOMOLEHD

Internet Explorer 1 apyrix nporpar,

0,3 OTHMEHS [PHHEHHTE

Puec. 3.1

® B I[IOsIBUBIIIEMCsI JINAJIOTOBOM OKHE cJiejiyeT BeiOpaTh BKIaJKy «Cojepkanues u Ha-
KaTb KHONIKY «Ceprudukarsi». B ciiemyromiem quajore cieayeT BRIOPATh BKIAIKY
«JImgHbIe» 1 JiBa pa3a IMIEJKHYTH JIEBOH KHOIKOW MBIIIN [0 HY?KHOMY cepTudu-
KaTy
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I'JIABA 3. SKCIIOPT CEPTU®PUKATA [IEHTPA CEPTUOHUKALINN

HazHaqeHye:

Ni-Hele | ApyrHe NonNk30BaTENH | MPOMEXYTOHHEIE LEHTPE! CERTHEMKAUHH | ﬂosepemtﬂ_‘l

FKomy BblaaH | Kem BblgaH | CpoK Ag. .. | [MoHATHOE MMa |
test Test Center CRYPTO-..,  04.10.2014 <HeT>
Etest_no_export Test Center CRYPTO-..,  04.10.2014  <HeTs

HMAopT. .. SHECMEET . HAANHTE AonoAHKTENEHD. ., |

HazHaqeHa cepTudimicaTa

[MpacHaTE

Puc. 3.2

® B IIOSBUBIIIEMCS OKHE cJiejlyeT BbIOpaTh BKIaIKy «IlyTh ceprudukaruny u qBax bl
MIEJIKHYTDb [0 CepTU(MUKATY IEHTPA CePTUDUKAIIAN

=N .



I'JIABA 3. SKCIIOPT CEPTU®PUKATA [IEHTPA CEPTUOHUKALINN

Ofume | Cocras MyTe cepThdmkaunm |

My Te CEpPTHEMIKALHH

OpocMoTp CEpTHDMIKATA

COCTOAHHE CEpTHbMIKATA:

3TOT CEPTHDMIKET ABHCTEMTENEH,

Puc. 3.3

® B CJIEIYIONIEM OKHe HeoOXOAMMO BbIOpaTh BKJIaJKY «CocTaB» W HAXKaTh KHOIKY
«Komnuposars B daitn...»

=N 0



I'JIABA 3. SKCIIOPT CEPTU®PUKATA [IEHTPA CEPTUOHUKALINN

Obwne COCTAE ||-|‘:.-'Tb CERTHRHE ALK I

Mokazate: I«::Bce:b j
MNone IHAYEHHE e
EBechﬂ W3
ECepHﬁHblﬁ HOMER &9 4 03 23 6a a6 59 ba 46 35...
E.ﬁ.nrupnm MOAMNHCH roCT P34,11)34, 10-2001
EHDETEBLIJ.HK Test Center CRYPTO-PRO, CR.., —
E,ﬂ,eﬁcTBHTEHEH C 7 anpena 2009, 16:02:15
E,ﬂ,eﬁcTBHTEHEH no 4 okTAGpA 2014 r. 11:09:41
EC‘:.-‘E'I:-EKT Test Center CRYPTO-PRO, CR...
EOTKDbITbIﬁ ¥ NHIY roCT P34.10-2001 (512 Bits) ;I

CBOACTEA. .. KONMPOBATE & dakn
Ik |
Puc. 34

® II0CJIe 9TOT0 HEOOXOIMMO CJIEIOBATHL MHCTPYKIINAM MAcTePa SKCIIOPTa cepTUdUKaTa

=N .



I'JIABA 3. 9KCIIOPT CEPTUOUKATA [IEHTPA CEPTUOUKAILINNU

acTep IKcnopTa cepTudvKaTos x|

Bac npriBeTCTBYET MacTep

' IKCMOPTa cepThHKATOR

3TOT MACTER NOMOrSET KOMMPOBATE CEpTHEMKATE,
CIMCKK ADBERHA M CMMCKKH OTSEIES CEpTHIRMKETOR M3
HXPEHMAMLLE CEPTHEMIEATOE Ha NOKANEHEIR 4HCK.

CepTHDHEAT, BELAAHHEIR LEHTROM CEPTHBHESLHH,
ABNAETCA NOATEEPHAEHHEM BALLER MHHHOCTH H
COAEPHHT HHBOPHMALKHD, HEODXOAMMYHD ANA SALMTEI
AGHHELE MM YCTSHOENEHHA SAMILEHHEY CETEBRIX
NOAKAHHEHHE, XPaHHAMLLE CEpTHBMKATOE - 3T0
0ANACTE CHETEMBL, MPEAHAZHIHEHHAS AN XPAHEHHMS
CEpTHEMEATOE.

AnA MpoACAHEHHA HEAKHMTE KHOMKY "Jdanse”,

< Hazaq QTHEHS

Puc. 3.5

e 3aaTh hopmar daitia ceprudukara - Paitnsr B DER-koauposke X.509 (.CER)

MacTep akcnopTa cepTHdHKaToB il

MOpHaT 3KCNoOpTHpYEeMoro daiina
CepTHdMEaTEI MOrYT DbITE 3KCNOPTHPOBAHE! B Pa3NHHHEE: GiopMaTax.

BreiGepmTe hopmaT hakina cepThdHKkaTa:

' Parine 5 DER-K0AMpoBKe X,503 (L CERE

" Dafine B Basef4-koampoeke ¥.509 {.CER)
" CraHaspT Cryptographic Message Synkax - cepTHbHKaTel PKCS #7 (.p7h)
™| BrenroumTe ME BOSMEHHOCTH BCE CERTHEHRATE! B MyTe CERTHRHETS
" i ofiMeHa MHHHDN HHBoEMELHER - PRES #1210, BEx)
™| BlenretmTe ME EOEHEMHOCTH BCE CERTHEHRATE! B MyTe CERTHpHKATS
™| BratouHTE YEHNEHHYHD S8ty (TRefyeTca IE 5.0, T 4,0/5F4 MW EIwe]

[ | ¥aanHTe sakpBITE KA NOENE YENEWHORD SKENOpTa

< Hazaa I fanee = I OTHMEHa

Puc. 3.6

® 33J1aTh IyTh U UMsl (paiiyia ¢ TOMOIIBI KHONKA «O630p»

(e -



I'JIABA 3. 9KCIIOPT CEPTUOUKATA [IEHTPA CEPTUOUKAILINNU

MacTep akcnopTa cepTidMKaToB il

Mma aiina akcnopra
YKSMMTE HMA 3KCNOpTHRYEroro daina

lmA hapna:

C:\Documents and Settingsiuser)Pafioumii cTomca, cer Ofzop. .. |

< Hazaa I fanee = I QOTHMEHS

Puc. 3.7

® HaXaTb KHOIIKY «T'oroBo»

MacTep 3KCNopTa CepTHHKaTOE ﬂ

3aBeplUueH e paboTbl MacTepa

KCMOPTa cepThHKATOB

PafioTa MacTepa 3KCNOPTa CepTHEMKAT OB YCMELWH
SABEPLUEHE,

EbInH ¥a3aHel CneayoWwHe NapaMeTpsl

lma darna CiiDocuments
JKCNOPT KAHHER HeTt
BIMHYMTE B My TE BCE CepTHbMKaTEL HeT
DopmaT hainos Marnel & DER-I

1 | ol

< Hazaa I [oToso I OTHEHA

Puc. 3.8

® IIOSIBUTCsT COOOIIEHNE 00 YCIIEIITHOM 9KCIIOPTe CepPTU(UKATA B BBIOPpAHHBIN (aiia

(e ,



I'JIABA 3. SKCIIOPT CEPTU®PUKATA [IEHTPA CEPTUOHUKALINN

MacTep IKCNOPTa CepPTHHKS x|

E'KIZI'IEII:IT WCMEWHD ERINONHEH,

Puc. 3.9

=N y
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